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OnpeaeneHuns

* PeUHXUHWUPWHT (aHrN. reengineering) —
obpaTHOe npoekTMpoBaHue

» Ob6dyckayusa (aHra. obfuscation) —
COBOKYMHOCTb METOZA,0B U CPEACTB,
HanpaBAEHHbIX HA 3aTPYAHEHME aHaIn3a U
PEVHXWUHUPUHIA NPOrPaMMHOro KoAa

» /lnsaccembimpoBaHmne — nepeBos
NpoOrpamMmmbl M3 MAaWWMHHOIO KOAA Ha fA3bIK
accembnepa
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1. Llenn n 3agauu

Llenb paboThl

» Pa3paboTka MeToh0B 3alMTbl NPOrpamMmm OT
PEVHXUHUPUHTA

Pewaemble 3aaa4m

* Obdyckaumsa koaa C NOMOLLbIO KOHTEKCTHO-
He3aBMCUMbIX FPaMMaTMK

* Obdyckaumnsa koaa Ha base cetu MeTpu
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2. MocTpoeHne GopmMaibHOM rpaMMaTUKK

* MHOXecTBO X86 MHCTPYKLMN — paboumnn
andaBuT

* [lpaBuna BbIBOAA ONpeaenaoTCs
dbopManbHOW rpPAaMMaATMKON

* Accembnep — A3bIK, reHEPUPYEMbIU
TaKOW rPaMMaTUKOM

* TepMWHaNbHbIE CUMBOJIbl BKJIFOYAKOT B
cebsa «MyCcopHble KOMaHAblI»
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3. O6dyckauuns u opmanbHble FPaMMaTUKK

UNcxo0dHbIl ko0 Ob6gycyuposaHHbiU kod
mov eax, 3
mov a, eax add ebx,5
sub ebx, 5
[Mpasuna 8bi800a inc ecx
S ::=aA | bA | xB | xC mov eax, 3
A ::=cA | xC add edx,y
B =dB | aC | y | sub edx, y
C ::= aB | bB :‘> xchg ecx, ebx
add edx, 9
TepmuHanbHbIE CUMBO/bI sub sub edx, 9
X = mov eax, o push acx
y = mov B, eax pop acx
add edx,y
= add regl,y; sub regl, vy sub edx, y

push reg2; pop reg2
inc ecx
= xchg ecx, ebx

xchg ecx, ebx
xchg ecx, ebx
mov a, eax

(O T o T o i)
I
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4. Habop PyHKLMOHANbHOCTEN ANS 3aLLUTHI,
MCNOJIb3yeMbIM B KOMMEPYECKUX NPUNOXKEHUAX

MpoTekTop VM RVM Anti-Dump ZPerm GC
FlexNet HeT HeT 4a HeT HeT
WinLicence Aa Aa Aa Aa Aa
FrontLine 4a 4a Aa Aa 4a
VMProtect Aa Aa Aa HeT Aa
Armadillo 4a HeT Aa HeT HeT
ExeCrypter Aa HeT Aa HeT HeT
ASProtect HeT HeT Aa HeT HeT
Obsidium HeT HeT Aa Aa 4a
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5. CeTb NeTpu

C=(PI TI II O)

P - MHOXecTBO no3uuum, T - MHOXeCTBO nepexozos, | —BxogHas
dyHkums, O - BbixogHas QyHKLNM

° W -mapkuposka, u: P — N, R(C, 1) — MHOXeCTBO AOCTUXMMOCTHU L

nepexol

t2 t3

INOSHMIIVMA
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6. 3aaaya AOCTUXMMOCTU U MOCTPOEHUE
cetu [eTpu

* BbinonHsaetcs am gnsa gaHHoM W 4 E R(C, W)?

* «Ha cerogHAWHMN A€Hb He CYLL,EeCTBYET HM aJIFTOPUTMQ,
pellatoLlero 3agaydy 40CTUXXUMOCTU, HU
[0Ka3aTe/IbCTBa TOr0, YTO TAKOr0 A/IFOPUTMA HE MOXEeT
6biTb». [MuTepcoH Ax. Teopusa ceteun MNMeTpu n
mMogenunpoBaHue cmcteM. M, Mup, 1984. CTp. 145

e 3agaya nocTtpoeHus cetu lNMeTpum paspelmma
33 NOIMHOMMA/IbHOE BPEMS
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7. O6dyckaumnsa Ha baze cetu MNeTpu

L LVM CokpbITHe

. KOHCTAQHT B
IRBuilder -~

3aMeHa KOHCTaHT

3alULLLEeHHbIV MHCTPYKLMAMM,
KOA BbIYMCAAOLL UMM

ceTb [leTpu

N

N

KoHoHoBaA.l. «[MocTpoeHne Habopa perynspHbIX FpaMMaTUK» 19.06.2012 9/15



8.
na

Pe3y/IbTaTbl: BApbUPOBaHME
DAMETPOB CeTun

[lapamempsbi cemu

* KO/JINYEeCTBO y3/10B

KONM4YeCTBO pPayHAOB

KO/IM4eCTBO METOK CO CJ'IyL-IaI\/’IHbIMI/I 3HA4YEHNAMN

Xapakmepucmuku ucxo0Ho20 auna

pa3smep dpamna —27K6
BPEMS BbINOJHEHUS — 4,37 MKC
KOJINYECTBO CTPOK KOAa — §

KO/IMYECTBO KOHCTAHT B KOJe€ - 4
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8.1. KonnyecTBo CTPOK KOAa

Crpoku
KOZa

450

400
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300

250

200

150

100

50 -

0 I I I I I I I I I I I I I I I

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16

KonnuyecTBo y3/10B, payHA0B 1 METOK CO
C/ly4arHbIMU 3HAYEHUSIMUA

==K 0/IN4ECTBO y3/10B
==K 0/IM4eCTBO payHA40B

== EeCTKM CO CTy4alHbIMM
3HaYeHMAMMU
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8.2. Paamep ncnoansemoro ¢pamna

K6

50
45

40

35

==KO0/IM4€ECTBO Y3/10B
30

25

==K0N14ecTBO payHAO0B

20

15
===[VIETKW CO C/Ty4aMHbIMM
3HaYEeHUAMMU

10

5

0 r—n " 7771 =171 17 1 7T "1 1T "1 "7 ‘1
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16

KoanuecTBo y3/10B, payH/A,0B 1 METOK CO

cnyqaf/'lelmm 3Ha4YeHnaMun
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8.3. Bpems BbinoNHEeHMA Panna

MKC
35

S
Ry

e==K0/1M4eCTBO Y3/10B

==K 0/IM4eCTBO payHA0B

MeTKM cO cny4anHbIMK
3HaYEeHUaMMU

0 I I I I T I I | I I I I I I 1
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16

KonnuyecTBo y3/108B, payHA0B M METOK CO
C/IYYaMHbIMUM 3HAYEHUAMM
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9. Pe3ynbTaTthel: 610K-CXeMbl MOANPOrpaMm

=

Bnok-cxemMa opurmHanbHoOm
noAnporpammbl

KoHoHoBaA.l'. «[MocTpoeHune Habopa peryasipHbIXx fpamMmaTUK»
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Bnok-cxema 06dycLmpoBaHHOM NOANPOrpaMMbl
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10. 3aKJI04YeHue

* [lpeanoxeHa n peannsoBaHa 0b6pycKaLms C NOMOLLbIO
KOHTEKCTHO-HEe3aBUCMMbIX FPaMMaTUK

e OaHa rpaMmaTmKa NOpoOXAaeT 0KOI0 1000 PA3/INYHbIX
BapuaHTOB acceMbaepHOro koaa, obuiee Yncno Bapmaumm
6onee 4*10°

» [lpepnoxeHan peannsoBaHa obdyckauma Ha base cetn
[eTpwu

e 3awwTa Ha base ceteun lNeTpun, He nCNoONb3yeTCA B
M3BECTHbIX KOMMEPYECKMX MPOoAYKTax (HoAbpb 2011 roza)
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Cnacubo 3a BHUMaHue



AccembnepHble
MHCTPYKLUN
BeaEngine

CrpouTtca ceTb
MNeTpu

NHcTpyKLmn
LLVM IRBuilder

Obdyckayms Ha b6ase ceTu MNeTpu:
nogpobHasn cxema

3amMeHa KOHCTaHT
NHCTPYKLMAMK,
BbIYMCAAOLLMMMU
ceTb [leTpmn

N

BbibupatoTcsa Bce
KOHCTaHTbI

LLVM
PassManager:
BasicBlock
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BcTpanBaHue
3aLLMLLEHHOTO
KOAa B UCXOAHbIN
exe

N

BbibupaeTtcs
MaKCUMalbHbIN
BasicBlock
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[locTpoeHue cetu [eTpu: y3abl



[TocTpoeHue cetu [eTpu

° KQXAbIV Y3/ UMeeT 4BYX POAUTeIen
° 119 HEN3BECTHbIX Y3108 cTpoutca CJ14Y

* BblYNCAAKOTCS HEN3BECTHbIE Y3/1bl U
CTPOMUTCS CeTb

® KOHCTAHTA 3aMeHAEeTCA MHCTPYKLMEWN,
BbIYMCAAIOLWEN CETb

°* 33LMLEHHbIV KOJ, HE COAEPXUT
KOHCTAHTbI



